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Figure 1 General form of an attack profile

R g i P 045 B SR IBCEZ AT BIRFIE, FRARYE A R AEATRR e (R 52 B e M) Ik
32— AP R Bk & i R ),

RIS T3 AR F 7 PP o345 JE K F P R TR B A%, b s /N B P st
B, SCHR (18] $Eth T — MR TR TR SR A 1O T B SRR AA. AR TR X e R M AT
k-means R, B MR P FE G P, SCER [7] $HE—FP T PLSA RKTT %, DER
G RILARTT i, SCHR [20] $2 04— R AR B R 03, K SR AR B v S 8] (O Bl A2 BB R, X
HEREREAT R A AT, A HET 1A TR N R, FE R

FIRTTE R Z BRI — AT HE R, S8 T SRS R, ) Herh — 2R
BRI RV A B A 0 8 3 58 2 A A A G R s, T To 2 2R/ N
Heake. SCHR (5] SR ARBRAE B i ik 00 A 7 (9P o3, Mo v 5 AR I B 5 BRI
—3te R B . AR RS T BB SEPE o AN SRR PP I ZEBEAE VI P B
FRIFEAR, TOAN PR B 00— P i R B el HEms . (5 b T30 25 S8 BUAS 58 1F 73 FE R vh A7 A% R 0 T
FUARRRHE B 73 At I AN BEAR S5 M3 B L0 P P ) LS

3 FRALNEEWL

3 NENGE TRE I BB PEE B O, DU AR I Sy S A2 I L
3.2 /NI A LUE B B AT U R d AT 1 XA, et T RSN R i IR 5 UE X 3.3 /)
TR T R GUR BB x HERE S5 R .

3.1 FBEWHH—MENX

SCHR [21) U TR RS R E R P E R BOB, WA 1L BRI I
PEOTRREL 0 WA JFCI I iP5 s AL 0 WKAE; H b PPor R B 7 AR 4, PP AR E0
WA T oPor. BRI I LR s, AR B A PR B B R, e L3P0 I Is
AHFEI [, 4£ Is M Ip BIPFo> B ATREREAS IEH - B03F2r, AT Db e e IE % F 7, il 4 7 H
BRI i, s S B iRy, IR B R E B 1 H 1.

L Bt SRS B AR AT o S | P2 Tt SR AN M A Bt SR 46 1220,

179



P45 T A 2R R B A I ) A A F

o BEMLBT SEms: Tk 3 MAGEEY) P BEALE R | M A ESAEFT I T, KEBEHLI /2 20 T 7T
I Ip;

o “PIYh HRmE: Yk E MAGEE Y R BEALE R | M SSAE T I, BN R ST 5
T HER I 1

o AT S Mok & I i R BENLIERE & DDA R FEE T I, BB = v R R T ik #f
PRI I

3.2 RHATELEHHEX

A ALUER BT, B @t [F —Fh S ns A= oK 2B R PP E Bk B R — N B s
at, BPAE[R —Fpskms s, BARTN i, e E—AN B bR, EEEW I o FIEFEI I BN K, 1 1R
B 72 J AL AR s S ANVE 2 R B 8 JE AR REANAR . 28R U, 7E-P X M SRmE T, X AR B AR
i ANIFTE P S R BN LE RS | A AR TR I T, YE5 R AL 6 KA G R ST 4 I T 3R T
T Ip; 12T SIS T, B 35 MR H AR 4, AN FTA Y0 S R BENLIE SRR & N 2 O 69T 73 T
Is, VO BRE 0 Wi BP0 T BT T Is. BRILZ A0, fEA HLUERRE RS+, R P % E @
FRK M.

SR CHLUR B I i, GBI I FIEFRIN T AN K, 1, DLRCENPE 5 BRI A B R
JENE T BRib 2 Ab, TATEBBARAE 2 DT, Yt 00 R vis > &R -2 S
BRIETH B ARAATE ORI B AR, 75 F 3, A4 e H 0B E Xt ik e L.

ik Uy = {01, Uz, .. Un}, Iy = {1, Io, . I} 50538 m SRR n AN, ik MR
FUEH I SEBRVE O R R, My Ko U 0 1 SEBRVESy, B AR SERRSS RS, ik X
TR A B SEE AE R, RN 2 BB SR oy, Xy R U B0 1; BB SEVESy,
B X RELH T U, 900 1; ESEER. B DL I B = 73 0N Ruax, M 0 < Xij < Ruaxs
0 < M;; < Rpax-

TESEBRIIPE > RS, FLEPPA4ERE X W RE Mt R M S T4 B, WiRXT i € [m], j € [n],
X;; = 4.5, WA P45 B BISEbREor R 5 80 4 BN IE R . IR |M,; — Xi;| > €, WPRHZF5
WAV o, HOR L P A F P IR Ty 8T o, SERR VT FELSE VR 43 1 22 R K
F 3, AT LLEHA BRI, Bl 1e XTEHLUERBIRE R V) € [n], 2 My — X5 > e &R
H ok BANF s, HARRD SIS AE RO P 0N T 0, TR 0F 0 R B A7 AE B Mo Ry o 20 e

3.3 FALTERLXHEFLERINFMN

ANTHRA T EHLUE R BRI 45 R sem. BRSO R TRk adhi
FHEE, Hr k=20, i Pearson M2 REUE &= IEE. PRI H £ £ MovieLens 100 K, HiF/iu
FlE 1 2] 5. WFTE /N T 2 B9 R BB LE H— M AR e Beh B AR, Beh AR pLIE B35
Wk SRm « BEATLI o S A A A B0t SR v () —Fp AR s Oha& P, 4R Bl BARHT i 2. FRATXS AN
PO LR (VR i 0 A B o bl R B B SUR R B AT T IR T, o vrayr th gy
B4 0.01, 0.03, 0.06, LLAIX 3 FFAELRANRS. SLIGER 20 k. TIWFE 37~ 8 52 Mol o 4
FE VIO 45 S50 52 MOk 0 R AR (R 2. TR A 26 3 o 18 52 Bk Ja B HERE T P o 4 B .
K 2(a) B~ TP RS, R Ais RSB R P e A P gl A 0.01 # 0.10. K 2(b)

180



HEB FERE B A8 E 2 W

1.0
—a— Filler size=0.01 —a— Filler size=0.01
—e— Filler size=0.03 L — Filler size=0.03
08k Filler size=0.05 Filler size=0.05 '

—v— Mixed filler size v —v— Mixed filler size

0.6 '\
04} / 2 4r /
0.2F ,/ _— ././.\/\.\./. 2r -

@ -/'— Lo .'Z.i‘.é-/'\/\'\/

0.0 s 1 s 1 s 1 s 1 s s s 1 s 1 A
0.00 0. 02 0.04 0.06 0.08 0.10 0.00 0.02 0.04 0.06 0.08 0.10

Attack size Attack size

2 (MEMFE) TAATBEREINESFREHFNE

Figure 2 (Color online) Effectiveness of unorganized malicious attacks. (a) Prediction shift; (b) hits
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4.1 HIEE

PATE e e B A F H B 22 MovieLens 100 K fll MovieLens 1 M A& N T HAT T
PO R 5256, XA EE KR B GroupLens® . 4 KVEHIZE 1 3] 5, Hrh 1 NEIKIES, 5 NiEE
P9y, BHEHE MovieLens 100 K 5 943 AN FE 1682 AN HLEZ_E T 100000 D F4y, $ESE MovieLens
1 M % 6040 AN FAE 3706 ASHLEZ LI 1000209 ANFESr. X SEEHEA & FAVE & Wy, JATET A
TAR T, KSR P IR, BRI 7E 4.3 AN TVENSG H. EE S 10 K, mALKE
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Btz Ak, FATE I Douban W FAER] T — N HE AR FIEHESE Douban 10 K.
Douban 10 K & 213 N F/E 155 M _E 12095 NS, W0 FVEEE 1 3 5, Hod 1 NEAK

5, 5 NEEVES. TR 213 NP WA 35 MR RR

3) http://grouplens.org/datasets/movielens/.
4) http://www.douban.com/.
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Phie. MR EEEHP R CEEHP SEMHPILE) B 02, £ 1 84 7 HETEERIESE
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FR 2 BEE T WA B MovieLens 100 K Fl MovieLens 1 M _F 4% 8 iR J7 k)i i N T
HiE ERSLInE R, R 3 B4 T WA HHREE Douban 10 K ERJSLERZE . R 1~3 T LUE H
A 435 ()50 B Uk s U 7 2 JC VA A I G2 S0 B B, Bk MF-based J7VE7ESS 1 HSLIR HI45
RUAE, HAhsRIR 25 R 1) F1 #EALT 0.8, ToVEAEH L T H U BRI 4 F . 1 HL A DAL ¢
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x1 EERERMNMEER, ELEM F1, HP MovieLens ZEEABERIEASHNTALTER T
Table 1 Detection precision, recall and F'1 on MovieLens under unorganized malicious attacks based on traditional
strategies

MovieLens 100 K MovieLens 1 M
P R F1 P R F1
RPCA 0.908+0.010 0.422+0.048 0.575+0.047 0.34240.003 0.558+0.028 0.424+0.009
N-P 0.774+0.015 0.641+0.046 0.701+0.032 0.71140.007 0.478+0.018 0.572+0.014
k-means 0.723+0.171 0.224+0.067 0.341+£0.092 0.000=+0.000 0.000+0.000 0.000£0.000
PCAVarSel 0.774+£0.009 0.587+0.024 0.668+0.019 0.2784+0.007 0.622+0.022 0.384+0.011
MF-based 0.911+0.009 0.814+0.008 0.860£0.009 0.407+0.005 0.365+0.004 0.385+0.005

k2 BERERNNEER, ELEM F1, Hd MovieLens ZE—RERANTAREERE

Table 2 Detection precision, recall and F'1 on MovieLens which are under general unorganized malicious attacks

MovieLens 100 K MovieLens 1 M
P R F1 P R F1
RPCA 0.797+0.046 0.659+£0.097 0.721+£0.097 0.635+0.012 0.391+0.022 0.484+0.015
N-P 0.244+0.124 0.145+0.089 0.172+0.084 0.273+0.020 0.099+0.031 0.144+0.035
k-means 0.767+0.029 0.234+0.042 0.357+0.051 0.396+0.026 0.300+0.039 0.341+0.035
PCAVarSel 0.481+0.027 0.168+0.017 0.248+0.023 0.120+0.006 0.225+0.012 0.157+0.008
MF-based 0.556+0.023 0.496+0.021 0.524+0.022 0.29440.012 0.264+0.010 0.278+0.011

* 3 EEWHENAE Douban 10K ERIEHZR, ELEM F1

Table 3 Detection precision, recall and F'1 compared with other algorithms on dataset Douban 10 K

RPCA N-P k-means PCAVarSel MF-based
P 0.535 0.250 0.321 0.240 0.767
R 0.472 0.200 0.514 0.343 0.657
F1 0.502 0.222 0.396 0.282 0.708

k-means J7iEAN N-P J7 ik B ) 1970 88 P BB R SR B AR B S B0 T, 7 AT DU 00 8 =
FIP; PCAVarSel J5ik RAT 286 F 7 Z 180 A R R VP00 T EG 15 P 22 T80 58 22 (R A%, 4 BEA )
BRI AR, XK SUE R BGE H R A ROLE. RPCA J7ikM MF-based J7iA R EIHR#f
R A TE 73 FE R, VRS SCSE R VE 20 RE . ORI A Aot 7 3o AR P 5t de ol 0 i REL A R 2852
SPEUAE AR X 3T, PRIMAR A AT R A7 1 A v R AN 4 e SR R A 5K SE A it A it | S
.

% L& BIANF] (O HERE R G W] BEAAAE A R B LR, I IRA TR E P R 2% 2
20%, FEBURFITIRIROR. sein g R ILE 3. BEE BRI EEARFEAK, Bk RPCA J7ik LA HAl Uy i
R 72, R 7 LR AR R S Bk g% B B M7 ik R R A 7% B S L
EAR k-means JTARIEAERA O BT, (AR E TR, S F1 A EAZL. MF-based 77
R EAER A AR BIRAG F ETF, EAIMRAR, XA BRI BBl R RCR. BEE S A LR
A, BIR RPCA RIVRAEE, (HIRIER 1 A1 2 W50, HEEEMAEAR K BIEAMET, RPCA JIik/
RV TR, TR BLSERL ] v i o 2 S0 Tt A .
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Figure 3 (Color online) Detection (a) precision and (b) recall on MovieLens 100K under unorganized malicious attacks.
The spam ratio varies from 0.02 to 0.2
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R BRI P ROk B & TR A X7 H FHRZR 24,
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Abstract Recommender system has attracted much attention during the past decade. However, collaborative
filtering as a usual technique is vulnerable to malicious attacks that generate fake profiles to manipulate the
system. Prior research has shown that attacks can significantly affect the robustness of the systems. Thus, many
attack detection algorithms have been developed for better recommendation. Most previous approaches focus
on organized malicious attacks, where the attack organizer fakes many user profiles using the same strategy to
promote or demote an item. In this study, we analyze a different attack style: unorganized malicious attacks,
where attackers fake a small number of user profiles to attack the same target item without any organizer. This
attack style occurs in many real applications, which can significantly affect the robustness of a recommender
system, yet relevant studies are inadequate. We conduct extensive experiments to study the performance of state-
of-the-art attack detection approaches in unorganized malicious attack detection and discuss different approaches
regarding their performance. Experimental results show that existing attack detection approaches cannot detect
unorganized malicious attacks efficiently. By explaining the inefficiency of these attack detection approaches and
the characteristics of unorganized malicious attacks in detail, we provide a possible research direction to develop

new detection schemes for unorganized malicious attack detection.
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